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Cyber Warfare Webinar Series

Ransomware: The Attack You See Coming but Still Aren’t Preventing
Improve Compliance by Modernizing User Access Reviews
Start Planning Now: Cyber Threats and Trends for 2023
Cyber Warfare: Achieving Resiliency Through the Cloud

Avoid Landmines with Your Backup and Recovery Strategy

Cyber Toolkit: Modern Defenses for Modern Cyber Warfare

https://www.jackhenry.com/resources?’types=type-webinar
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Modernize defenses based on changing threats




Modernize Your Defenses
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Basic Log Monitoring




Every device and platform

Cloud services
All security logs

Health & performance data
Use 1 SIEM / SIEM provider
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Public & Private
Servers and Cloud
Endpoints Telemetry
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v Cross-Correlation

v Machine Learning
v Constant Tuning
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SOC Team

Notifications

Automation






Firewall
Gateway AN
A sinc smgle appliance
Blended threats protection
\

Emailiantispam
filtering

Routing capabilities

IPS

Web security

QoS/Bandwidth management



Certificate used Website
for SSL inspection *= | certificate
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Internal Network




Unknown file

Bojan ?
Internet 2}4 S

Block and create an

Copy sent for
sandboxing : alert

Detonate .
Threat detected A
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Internal Network

Sensitive Dala

File with /%( UTM
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DLP
Profile
(file criteria)

SSN or CC Numbers
Watermarked Files

Internet



endpoint protection
using no TLAs

(you're welcome)
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Norton  wmeatee  KASPER§KYE™

from symantec
AVG r
!, Anti-Virus c“/cble?rse: K AVIRA

NOD32 (& bitdefender ) TREND

antivirus secure your every bit

Ty . GDATA

* Please don’t use this one
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Behavioral Application Breach
Analysis Control Containment
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SOC Team

Notifications

Reports
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Automation



h’ ")") m{?gi

Managed 24/7 by Experts Alert Procedures
response
containment
recovery

internal team or use MSSP



h vulnerability scanni






Quarterly / MontR]y Weekly
(at minimum)



Active View System Health

Overview m Vulnerabilities
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Thank You!

Questions?



jack henry

Eric Gravett | egravett@jackhenry.com | jackhenry.com
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