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The challenges



Lack of Access 
Management is Causing 
Data Breaches

2022 Ponemon Institute Report

70% of organizations that experienced a third-party 
data breach stated the breach came from giving 
that third party too much access.

Presenter Notes
Presentation Notes
A recent article published on BankInfoSecurity.com this past August talks about how Lack of access mgmt is causing data breaches. The article mentions the 2022 report from the Ponemon Institute - The State of Cybersecurity and Third-Party Remote Access Risk.

Source link: https://www.bankinfosecurity.com/blogs/lack-access-management-causing-data-breaches-p-3269?highlight=true



visibility monitoring

User access management challenges

64% don’t have 

visibility into access 

levels

58% don’t have the 

internal resources 

to monitor third 

party access

control
57% are unable to 

assign least 

privilege access

Source: Bank InfoSecurity, August 2022

Presenter Notes
Presentation Notes
“…organizations are struggling with three key tenets of access management: governance/visibility, access control and monitoring”

Source link: https://www.bankinfosecurity.com/blogs/lack-access-management-causing-data-breaches-p-3269?highlight=true




Threats Complexity Resources

User access management challenges

Sophisticated cyber threats 

exploit access credentials.

CISA Alert AA22-137A

Many access accounts for 

many systems on your 

network.

User access reviews are 

cumbersome and time 

consuming.

Presenter Notes
Presentation Notes
Digital transformation adds complexity to the threat landscape.



Ransomware Claim Denied 
Based on Ineffective User 
Access Management 

User access management challenges

A recent court ruling allowed Travelers 

to deny a claim following a ransomware 

attack because the insured party 

misrepresented its cybersecurity 

posture on the insurance coverage 

questionnaire.

Source: Insurance Journal, July 2022

Presenter Notes
Presentation Notes
Ineffective user access management can have significant financial and operational ramifications. 
https://www.insurancejournal.com/news/national/2022/07/12/675516.htm
https://www.insurancejournal.com/news/national/2022/07/12/675516.htm
https://today.westlaw.com/Document/Ida4312d8fed511ec9f24ec7b211d8087/View/FullText.html
https://www.insurancejournal.com/news/national/2022/08/30/682564.htm



User access management challenges

Cyber Insurance coverage question:

“Does the Applicant restrict user rights on computer 
systems such that individuals (including third party 
service providers) have access only to those areas of 
the network or information that are necessary for them 
to perform their duties?”

Presenter Notes
Presentation Notes
Ineffective user access management can have significant financial and operational ramifications. 
https://www.insurancejournal.com/news/national/2022/07/12/675516.htm



The reality



Last decade’s assumptions

By 2018… By 2020…

99% of vulnerabilities exploited 

will continue to be ones that 

teams knew existed.

100% of large organizations will 

have discussed cybersecurity at 

the executive level.

80% of cloud breaches due to 

customer misconfiguration, 

mismanaged credentials or 

insider theft, not cloud provider 

vulnerabilities. 

Presenter Notes
Presentation Notes
Source: Gartner Top Cybersecurity Predictions for 2023



Board 
Governance Third Party Resilience

Gartner predictions for 2023 and beyond

40% of boards will 
have dedicated cyber 

committees

60% will use 
cybersecurity risk as 
primary criteria for 

business transactions

70% of CEOs will 
mandate a culture of 

organizational 
resilience

Presenter Notes
Presentation Notes
Source: Gartner Top Cybersecurity Predictions for 2023
Board Governance implications: (1) strict oversight and scrutiny by qualified board members (former CISOs, consultants, etc.), (2) improves visibility of cybersecurity risk.
Third Party implications: (1) decisions become distributed across the organization. Action: collaborate with stakeholders on vendor selection criteria.
Resilience implications: (1) formalized relationship between cybersecurity and BCM, (2) product lines and service outputs are reinvented. Action: create inventory of cyber risks that impact organizational resilience.



Authentication and 
Access to FI Services 
and Systems
August 2021

FFIEC guidelines
Access 

Reviews
Critical 
Systems

Internal 
Users

Service 
Accounts

Remote
Access

Privileged 
Users

Third 
Parties Reporting

Presenter Notes
Presentation Notes
Updated guidance released in August 2021: Financial Institutions (FIs) should implement risk management practices to oversee access solutions (identification, authentication, authorization) as part of the FI’s information security program. 
 
Risk assessments help management make informed decisions related to user access risks. Risk assessments help identify when MFA or controls of equivalent strength, combined with other layered security controls should be applied to effectively mitigate access risks.



Access reviews today…

System-generated reports 

reviewed and approved using 

separate manual processes.

Manual process



Effective 
access management



Effective access management

Asset inventory
What systems do 

employees access?

Presenter Notes
Presentation Notes
https://www.techtarget.com/searchsecurity/post/5-steps-to-ensure-a-successful-access-management-strategy
Perform an application portfolio inventory





Effective access management

Asset classification 
and user roles

Which systems are 
critical?

Who are our users?

Presenter Notes
Presentation Notes
https://www.techtarget.com/searchsecurity/post/5-steps-to-ensure-a-successful-access-management-strategy
Define and address the needs of multiple user constituencies




Asset-based risk assessment

Balance risk and controls

• Asset classification

• Risk results

• Control validation



Effective access management

Automation
Which access control tool(s) do you need?

Presenter Notes
Presentation Notes
https://www.techtarget.com/searchsecurity/post/5-steps-to-ensure-a-successful-access-management-strategy
Identity governance and administration tools manage the identity lifecycle, track authorizations and assist with provisioning. 
Refine all requirements for the access management practice early on to choose the right access management tool for your application(s).
Select IaaS or SaaS options that deliver high availability and/or conduct thorough disaster recovery and business continuity planning.
Access management has always been more of a journey than a destination, constantly adding new applications, features and functionalities to application access. These steps should be viewed holistically, and they largely build on each other as the access management practice matures. 



Alerts of access attempts

Authentication Monitoring

• Administrator failed logons

• Multiple logon failures

• Successful logon from 
outside the US

Presenter Notes
Presentation Notes
Deploy authentication monitoring in Active Directory, firewalls, VPN server(s).



Tips to Improve 
Compliance

User Access Management



Improve compliance

Access Management Policy

User status

Role changes

Automatic de-provisioning

Presenter Notes
Presentation Notes
Access Management Policy: documents the FI’s requirements for employee and third-party access to systems and resources.
User status: timely changes (adds, moves, changes, suspensions) are requested, documented and processed promptly.
Role changes: role-based access should enforce system access changes when employee roles change.
Automatic de-provisioning: access is suspended or deleted after a period of inactivity. 

Critical elements of an access management program include: 
List of systems/applications used by employees/third parties  
Policies for role-based access: what level of access for which type of employee/third party user?
Record of access requests for adds, changes, deletes: approvers/approvals, exceptions, reviewers
Roles and Responsibilities: Who is responsible for approving, provisioning, reviewing changes to user access?

Additional Resource:
https://www.techtarget.com/searchsecurity/definition/role-based-access-control-RBAC
Article talks about what RBAC is, what the benefits of RBAC are, and best practices for implementation. One of the benefits, as it happens, is enhancing compliance, which the article specifically states “This is particularly important for financial institutions and healthcare companies that manage sensitive data.”




Control Access
• Least privilege
• Local admins
• Remote access

Improve compliance

Presenter Notes
Presentation Notes
CISA Alert AA22-137A
Least privilege – assign logical and physical access only to those areas of the network or information that are necessary for employees or third parties to perform their duties. Consider administrative processes to approve and track! Deviations or exceptions to this practice.
Limit the ability of a local administrator account to log in from a remote session (e.g., deny access to this computer from the network) and prevent access via an RDP session. Additionally, use dedicated administrative workstations for privileged user sessions to help limit exposure to all the threats associated with device or user compromise. 
Assign individual user accounts
Change default passwords upon installs
Delete accounts, access upon exit or unuse




Credential Hardening
• MFA
• Default passwords
• Monitoring

Improve compliance

Presenter Notes
Presentation Notes
CISA Alert AA22-137A
Implement MFA for:  Privileged accounts, External-facing connections.  Where MFA is not implemented, enforce a strong password policy alongside other attribute-based information, such as device information, time of access, user history, and geolocation data.
Enforce the use of strong passwords. 
Change/disable vendor-supplied defaults
Monitor for use of compromised credentials: Implement controls to prevent the use of compromised or weak passwords on your network. 




Improve compliance

Risk-based approach

• Privileged accounts

• Sensitive systems

• Recent user changes

• Reviewer tools

Presenter Notes
Presentation Notes
Once you have defined the overall strategy, target the scope of what is to be reviewed. Based on the volume of access rights to be included, you can take a risk-based approach by asking these key questions:
What user access rights are associated with privileged accounts? sensitive systems?
Which of these generate control issues and risks?
Which ones have been affected by recent changes in users and groups?
Who is going to review them and manage remediation?
In order to make informed decisions, reviewers need access to contextual information, such as:
account access details,
application specifications and classification,
detected discrepancies, and
earlier decisions




Improve compliance

Automated reports

• User access levels

• Access reviews

• Approvals

• Exceptions

Presenter Notes
Presentation Notes
Consider technology solutions to automate the process of (a) generating user access reports, (b) performing access reviews and (c) documenting exceptions and approvals.

Source link: https://www.bankinfosecurity.com/blogs/lack-access-management-causing-data-breaches-p-3269?highlight=true
The article on BankInfoSecurity about Lack of Access Management Causing Data Breaches suggests “…proactive measures, like cybersecurity staff, third-party management, and even automated access management tools…”.




information security & technology solutions

Gladiator® 
Governance, Risk & 

Compliance Services

Gladiator® 
Hosted Network 

Solutions

Centurion® - Disaster 
Recovery Services

Gladiator® Total Protect 
Managed IT & Security 

Services

Presenter Notes
Presentation Notes
We offer services to help address your concerns about today’s complex technology and the security issues and challenges you face due to the ever-changing regulatory compliance landscape. 
Total Protect Managed Security services include firewall management and monitoring, IDS/IPS, Advanced Malware Protection and enterprise vulnerability scanning.
GRC services provide you with consulting expertise through products and solutions that address the latest IT, Information Security, and Cybersecurity regulatory compliance requirements. 
Centurion Disaster Recovery is an enterprise-wide service that enables financial institutions to systematically test and restore their operational infrastructures in the event of temporary business interruptions or catastrophic disasters. 
Hosted Network Solutions (HNS) is a private cloud based, infrastructure-as-a-service computing model delivering hosted computing infrastructure – servers, storage, network security and operating systems – as an on-demand service.



Cyber Threats and Trends for 2023
Tuesday, January 24, 2023

1:00 p.m. CT

Register Now:
https://www.jackhenry.com/resources/events

Next in our Webinar Series
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